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Abstract:

Email communication has become an essential part
of modern digital communication; however, the
rapid growth of unwanted emails such as spam,
advertisements, and phishing messages creates
difficulties in managing inboxes effectively. This
project proposes an Automatic Mail Deletion
System using Machine Learning algorithms to
automatically identify and remove unwanted emails
from the inbox. The system analyzes email content,
subject lines, sender information, and other
metadata to classify emails as important or
unwanted. Machine learning algorithms such as
Naive Bayes, Support Vector Machine (SVM), and
Random Forest are implemented to build the
prediction model. The dataset consists of labeled
email messages that are categorized as spam or
non-spam. Data preprocessing techniques such as
text cleaning, tokenization, and feature extraction
are applied to prepare the dataset for model
training. The proposed system improves email
management by automatically filtering and deleting
irrelevant emails, reducing manual effort, and
enhancing user productivity and security in digital
communication environments.
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I. INTRODUCTION

Electronic mail (email) is one of the most widely
used communication tools in both personal and
professional environments. With the increasing
use of email services, users often receive many
unwanted messages such as spam emails,
promotional advertisements, phishing attacks, and
malicious messages. These unwanted emails not
only clutter the inbox but also pose security risks
by attempting to steal personal information or
distribute harmful links.Traditional email filtering
systems rely on rule-based techniques that may
not effectively detect new and evolving spam
patterns. As a result, intelligent approaches using
Machine Learning (ML) and Artificial Intelligence
(AI) have become popular in email filtering
systems. Machine learning algorithms can analyze
large volumes of email data and automatically
learn patterns that distinguish spam from
legitimate messages. This project proposes an
Automatic Mail Deletion System using Machine
Learning algorithms to classify and remove
unwanted emails automatically. The system
analyzes email features such as subject line, email
body text, sender address, and keywords.
Algorithms such as Naive Bayes, Support Vector
Machine (SVM), and Random Forest are applied
to classify emails into spam and non-spam
categories. The proposed system helps users
maintain a clean inbox by automatically
identifying irrelevant emails and deleting them. It
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also enhances security by preventing phishing and
malicious emails from reaching users.

II. LITERATURE SURVEY

Several researchers have studied the use of
machine learning techniques for email spam
detection and automatic email filtering systems.
Early research by Androutsopoulos et al. (2000)
compared Naive Bayes and memory-based
learning methods for spam filtering and found that
probabilistic models can effectively classify spam
emails based on textual features. In another study,
Androutsopoulos et al. (2000) evaluated Naive
Bayesian anti-spam filtering techniques and
demonstrated that machine learning approaches
significantly improve spam detection compared to
traditional rule-based systems. Hovold (2006)
proposed a spam filtering approach using word-
position-based attributes to improve classification
accuracy. The study showed that analyzing the
position of words in an email message can
enhance spam detection performance. Banday and
Qadri (2009) examined the effectiveness and
limitations of statistical spam filters and
highlighted the importance of feature selection in
improving the performance of spam classification
models. Similarly, Guzella and Caminhas (2009)
reviewed various machine learning techniques for
spam filtering and emphasized that algorithms
such as Naive Bayes, Support Vector Machines,
and ensemble methods provide reliable
classification results. More recent studies have
focused on advanced machine learning and deep
learning techniques for email filtering. Dada et al.
(2019) provided a comprehensive review of
machine learning approaches for spam detection
and discussed challenges such as evolving spam
techniques and dataset imbalance. Fatima et al.
(2024) proposed an optimized machine learning
approach for spam classification, demonstrating
improved detection accuracy. Alsuwit (2024)
explored different machine learning models for
email spam classification and showed that
ensemble methods can significantly enhance
prediction performance. Nasreen et al. (2024)
applied deep learning models with improved
feature selection techniques for email spam
detection,  achieving  higher classification
accuracy. These studies highlight the effectiveness
of machine learning techniques in developing
intelligent email filtering systems.

ITII. PROPOSED WORK
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The proposed system aims to develop an
Automatic Mail Deletion System using Machine
Learning algorithms that can automatically
identify and remove unwanted or spam emails
from a user's inbox. The system works by
analyzing different features of incoming emails
such as the sender address, subject line, message
content, and specific keywords commonly found
in spam messages. These features help determine
whether an email is legitimate or spam. Initially, a
labeled email dataset containing both spam and
non-spam messages is used to train the machine
learning model. The collected emails undergo data
preprocessing, where unnecessary symbols,
HTML tags, and irrelevant words are removed to
clean the data. After preprocessing, feature
extraction techniques such as TF-IDF are applied
to convert textual email content into numerical
features that can be processed by machine
learning algorithms. The processed dataset is then
used to train machine learning algorithms such as
Naive Bayes, Support Vector Machine (SVM),
and Random Forest. These algorithms learn
patterns and relationships between the extracted
features and the email classification labels. When
a new email arrives, the trained model analyzes its
content and predicts whether it is spam or
legitimate. If the email is classified as spam, the
system automatically deletes or moves it to the
spam folder. This automated approach helps users
maintain a clean inbox, improves email security,
and reduces the time spent manually filtering
unwanted messages.

IV. METHODOLOGY

1. Data Collection

In this project, a labeled email dataset is collected
from publicly available sources such as the Spam
Assassin dataset. The dataset contains both spam
and legitimate emails used for training the
machine learning model. Each email includes
attributes such as sender address, subject line, and
email body. These records help the system learn
patterns associated with spam emails. The
collected dataset serves as the foundation for
building the automatic mail deletion system.
Reliable and diverse email data improves the
model’s prediction capability.

2. Data Preprocessing
Raw email data wusually contains unwanted
symbols, HTML tags, and irrelevant text that can
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affect the learning process. Data preprocessing
techniques such as text cleaning, stop word
removal, tokenization, and stemming are applied
to prepare the data. This process converts raw text
into a structured format suitable for analysis. It
also removes noise and inconsistencies in the
dataset. Proper preprocessing helps improve the
accuracy and efficiency of machine learning
models.

3. Feature Selection

Feature extraction is used to identify important
words and patterns from the email content.
Techniques such as Term Frequency—Inverse
Document Frequency (TF-IDF) are wused to
convert textual data into numerical values. This
allows machine learning algorithms to process and
analyze email content effectively. Keywords,
word frequencies, and text patterns are extracted
as features. These features help distinguish spam
emails from legitimate messages.

4. Data Splitting

The prepared dataset is divided into training and
testing datasets. The training dataset is used to
train the machine learning algorithms and help
them learn patterns in the data. The testing dataset
is used to evaluate the model’s performance. This
step ensures that the model can make accurate
predictions on unseen data. Data splitting also
helps prevent overfitting.

5. Model Training

Machine learning algorithms such as Naive Bayes,
Support Vector Machine (SVM), and Random
Forest are applied to train the spam detection
model. These algorithms analyze the extracted
features and learn patterns associated with spam
emails. During training, the model adjusts its
parameters to improve classification accuracy. The
trained model becomes capable of automatically
identifying unwanted emails. This step forms the
core of the automatic mail deletion system.

6. Model Evaluation

After training, the performance of the models is
evaluated using metrics such as accuracy,
precision, recall, and Fl-score. These metrics
measure how effectively the model -classifies
spam and legitimate emails. A confusion matrix is
also used to analyze correct and incorrect
predictions. The algorithm with the highest
performance is selected for the final system. This
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evaluation ensures that the system provides

reliable spam detection and automatic mail
deletion.

V. ALGORITHMS
1. Naive Bayes Algorithm

Naive Bayes is a probabilistic machine learning
algorithm widely used for text classification tasks
such as spam detection. It is based on Bayes’
theorem and assumes that the features are
independent of each other. In email filtering, the
algorithm calculates the probability of an email
being spam based on the presence of certain
words or phrases in the message. It analyzes word
frequencies in the subject line and email body to
classify emails as spam or non-spam. Naive Bayes
is efficient, fast, and performs well with large
textual datasets. Due to its simplicity and high
accuracy, it is commonly used in spam filtering
systems.

2. Support Vector Machine (SVM)

Support Vector Machine is a supervised machine
learning algorithm used for classification and
regression tasks. In spam email detection, SVM
identifies an optimal boundary that separates spam
and legitimate emails. It works by mapping data
into a high-dimensional space and finding the best
hyperplane that divides the classes. SVM is
effective in handling large feature spaces created
by text data. It also performs well when dealing
with complex patterns in email content. This
algorithm is widely used in spam detection
because of its strong classification capability.

3. Random Forest Algorithm

Random Forest is an ensemble learning algorithm
that combines multiple decision trees to improve
prediction accuracy. Each tree is trained on a
different subset of the dataset, and the final
prediction is determined through majority voting.
In the automatic mail deletion system, Random
Forest analyzes various features such as email
content, sender information, and keywords to
classify messages. This algorithm reduces
overfitting and improves model stability. It can
handle large datasets and complex feature
interactions effectively. Random Forest often
provides higher accuracy compared to single
decision tree models.

4. Logistic Regression
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Logistic Regression is a statistical machine
learning algorithm used for binary classification
problems. It predicts the probability that an email
belongs to the spam or non-spam category. The
algorithm uses a sigmoid function to convert
predicted values into probabilities between 0 and
1. In email filtering systems, Logistic Regression
analyzes features extracted from the email text
and determines the likelihood of spam. It is
simple, efficient, and easy to interpret. Logistic
Regression serves as a reliable baseline model for
spam detection tasks.

3. VI. RESULTS AND DISCUSSION

Accuracy Comparison of ML Algorithms for Mail Deletion System

80+

60

Accuracy (%)

40 1

204

es J0 eS
wave ol ackie i Bamu«\“’

et

5uo?®
Algorithm

Fig 1: Accuracy Comparison of ML Algorithms for Mail
Deletion System

This graph compares the accuracy of different
machine learning algorithms wused in the
Automatic Mail Deletion System. Random Forest
achieves the highest accuracy (95%), followed by
Support Vector Machine (SVM) with 92%, while
Naive Bayes achieves 88% accuracy. The results
show that Random Forest performs better in
detecting and filtering spam emails due to its
ensemble learning approach.

Accuracy Distribution Among Algorithms

Support Vector Machine (SVM)

Fig 2: Accident Severity Distribution

This pie chart shows the accuracy distribution of
machine learning algorithms wused in the
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Automatic Mail Deletion System. Random Forest

contributes the highest accuracy (34.5%),
indicating the best performance in spam email
detection. Support Vector Machine (SVM)
accounts for 33.5%, showing strong classification
capability. Naive Bayes contributes 32.0%,
demonstrating efficient but slightly lower
performance compared to the other algorithms.

Tablel: Accuracy Comparison Table

The experimental results show that Random
Forest achieved the highest accuracy of 95% in
detecting spam emails. Support Vector Machine
(SVM) also performed well with an accuracy of
92%, while Naive Bayes achieved 88% accuracy.

Algorithm Accuracy | Precision | Recall Slcr(};e
(%) @) | R | oy
Naive Bayes 88 86 87 86
Support Vector
Machine 92 91 90 90
(SVM)
Random Forest 95 94 93 93

www.ijesat.com

The results indicate that ensemble learning
methods such as Random Forest provide better
classification performance for automatic email
filtering and deletion.

ROC Curve for Mail Deletion ML Algorithms
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Fig 3: ROC Curve for Mail Deletion ML Algorithms

The ROC  Curve (Receiver  Operating
Characteristic Curve) represents the performance
of the machine learning models used in the
Automatic Mail Deletion System. It plots the True
Positive Rate (TPR) against the False Positive
Rate (FPR) for different classification thresholds.
A curve closer to the top-left corner indicates
better = model performance and  higher
classification accuracy. Among the algorithms,
Random Forest shows the best performance,
followed by Support Vector Machine (SVM) and
Naive Bayes.
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Table 2: Confusion Matrix for Random Forest Model

Actual / Predicted Spam Non-Spam
Spam 95 5
Non-Spam 7 93

The confusion matrix shows how many emails
were correctly and incorrectly classified by the
model. The results indicate that the Random
Forest model accurately detects most spam and
legitimate emails.

CONCLUSION

The Automatic Mail Deletion System using
Machine Learning algorithms provides an
effective solution for managing unwanted emails.
By analyzing email content and metadata, the
system can automatically classify emails as spam
or legitimate. Machine learning algorithms such as
Naive Bayes, Support Vector Machine, and
Random Forest were implemented and evaluated.
Among these algorithms, Random Forest achieved
the best performance in terms of accuracy and
reliability. The proposed system helps reduce
manual effort in email management and improves
user productivity by maintaining a clean inbox
environment.

FUTURE SCOPE

The proposed system can be enhanced by
integrating deep learning techniques such as
Recurrent Neural Networks (RNN) and Natural
Language Processing (NLP) to improve spam
detection accuracy. The system can also be
integrated with real-time email services such as
Gmail or Outlook to automatically filter and
delete unwanted emails. Additionally, advanced
phishing detection techniques can be incorporated
to identify malicious links and suspicious
attachments. Deploying the system as a cloud-
based or web application can provide scalable and
secure email filtering services for individuals and
organizations.
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